CSEC2017 Curricular Exemplar Template
The CSEC 2017 Body of Knowledge affords the flexibility to support many different types of curricula. The curricular exemplars will demonstrate how the curricula from specific institutions cover the knowledge area essentials and some subset of the knowledge units. The exemplars will be provided to demonstrate the ways that the Body of Knowledge may be organized into a complete curriculum. (Note: Please remove the italicized instructions in your responses.)

Disciplinary Lens and Institution Type

	
	
	Institution Type

	Disciplinary Lens
	
	Degree / Program Length 
	Country

	
	Computer Science
	
	

	
	Computer Engineering
	
	

	
	Software Engineering
	
	

	
	Information Systems
	
	

	
	Information Technology
	
	

	
	Other Disciplines (e.g. Cyber Science)
	BS Computer Science with Security/ 4-year
	United States



In addition to the disciplinary lens and institution type differences, we recognize that institutions use different instructional delivery methods (e.g., lecture, laboratory, blended, online), and have other constraints or opportunities that impact the number of hours spent on various topics. While we expect that any curriculum or program of study within the broad field of cybersecurity should include the essentials from each knowledge area, we also expect that the inclusion of knowledge units, the depth of coverage for the topics within those knowledge units, and the specific learning outcomes will differ. At a minimum, we expect these differences to be based on the disciplinary lens and institution type. However, given the constant evolution of the field, we expect that other factors including the development of new knowledge, will contribute to these differences.

The B.S. in Computer Science with Security Track is designated as a Cyber Operations program by the National Security Agency (NSA) and is one of the pilot programs undergoing accreditation review by ABET under the cybersecurity criteria. Both these criteria effect our curriculum. 


Institution Information 
Institution: Towson University
Institution Location: 8000 York Road, Towson, MD 21252
Faculty Contact: Nam P. Nguyen
Email Address: npnguyen@towson.edu

Permanent URL where additional materials and information are available https://catalog.towson.edu/undergraduate/fisher-science-mathematics/computer-information-sciences/computer-science-computer-security/#requirementstext

Curricular Overview

The Computer Science major with a track in Computer Security requires 85–87 units to be earned with a grade equivalent of 2.00 or higher. A minimum of 30 major units must be taken at Towson University. In particular, 31 units are required from Computer Science courses, 15-16 units are from required Mathematics courses, 9 units are required for Core courses, 8 units are from required Science courses. 18 units of upper-level classes are required for Computer Security track. Finally, 4 units are from elective Mathematics/Science courses.  

Knowledge Unit Table

Each curricular exemplar will contain a large table that maps courses to knowledge area coverage. Within that table, columns represent courses and rows represent the knowledge units. See screen shot of Knowledge Unit Table template. 

[image: ]
Screen shot of Knowledge Unit Table Template. 

Please refer to the “KU Table”tab in the attached spreadsheet.


Curricular Analysis: Essentials and Knowledge Units in a Typical Major 

[image: ]
Screenshot of KU Coverage Table



Please refer to the “KU Coverage” tab in the attached spreadsheet

	Knowledge Area
	Essentials Coverage

	Data Security
	% of essentials 

	Software Security
	

	Component Security
	

	Connection Security
	

	System Security
	

	Human Security
	

	Organizational Security
	

	Societal Security
	




Possible Curricular Revisions (based on CSEC2017)

To Do: Please describe any possible curricular changes resulting from your review of the CSEC2017 curricular guidance.

To Do: Please describe any curricular topics that you cover and are not present in the CSEC2017 curricular guidance.


Course Summaries

To Do: Please include the published course summaries for all courses included in your table. 


[bookmark: _GoBack]COSC 310 – Special Topic: Advance Programming
Advanced programming concepts within the context of a specific programming language for computer science and related majors. It does not count towards the major. The course may be repeated up to 6 units when a different programming language is offered. Programming languages offered may include C, C++, C#, Python, Ruby, and others. Prerequisites: COSC 237 and COSC 290.

COSC 418 – Ethical and Societal Concerns of Computer Scientists
Ethical questions and societal concerns related to the widespread use of computers and the resulting responsibilities of computer scientists. Prerequisites: junior/senior standing; ENGL 317 or BUSX 301; must have previously taken a computing class. GenEd II.A or Core: Ethical Issues & Perspectives.

COSC 440 – Operating System Security
An in-depth discussion of security concepts in operating systems. This course examines
some of the security issues in current operating systems and discusses the existing tools
and technologies for setting up a secure system. Prerequisite: COSC 439.

COSC 450 – Network Security
Network security principles and applications, including authentication applications. IP security, Web security, network management security, wireless security and system security. Prerequisites: COSC 314 or MATH 314, and COSC 350.

COSC 458 – Application Software Security
A study of security concepts in developing software applications. Discusses design principles for secure software development, and some of the security issues in current programming and scripting languages, database systems and Web servers. Corequisite: COSC 457. Prerequisite: COSC 455.

COSC 481 – Case Studies In Computer Security (3)
An in-depth study of the practical aspects of computer security, including the study of common computer security vulnerabilities in a laboratory setting. Prerequisites: COSC 440 and COSC 450.

COSC 485 – Reverse Engineering And Malware Analysis (3)
Provides students with effective conceptual as well as hands-on knowledge in the areas of Reverse Engineering and Malware Analysis. It follows a progressive approach that introduces relevant concepts and techniques while preparing students to become effective reverse engineering and malware analysts able to use standard methodologies for detecting, analyzing, reverse engineering and eradicating malware in computing systems. Prerequisites: COSC 310, COSC 450.

COSC 314 – Introduction To Cryptography (3)
A broad introduction to cryptography and its mathematical foundations, including applications to computer-network security services and mechanisms (confidentiality, integrity, authentication, electronic case and others) and to various protocols in distributed computation. Prerequisites: COSC 236, either MATH 263 or MATH 267, and junior standing or permission of the instructor.
CSEC2017 Curricular Exemplar Template. Contact Dr. Diana Burley, JTF co-chair, at dburley@gwu.edu with any questions
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